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~ i Tor Status
{ ' N Connecting to the Tor network
: X 2 E=tablishing a Tor circuit
3 S # Flzase wait while we establish a connection to the Tor network.

Open Settings Quit

Welcome to Tor Browser

ow free to browse the Internet anonymously.

Test Tor Network Settings

== LEncrypted by Tor '
Mot encrypted by Tor Q]

What Next? You Can Help!
Tor is NOT all you need to browse There are many ways you can
ot anonymously! You may need to help make the Tor Network faster
[:I.i,l_[ll_]l[] g change some of your browsing and stronger:
habits to ensure your identity « Run a Tor Relay Node »
stays safe.
» Volunteer Your Services »
* Make a Donation »

Tips On Staying Anonymous »

The Tor Project is a US 501(c)(3) non-profit dedicated to the research, development, and

education of online anonymity and privacy. Learn more about The Tor Project »
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Tor circuit for this site
(es2adizg32j3kob5.onion):

This browser
Russian Federation (62.109.4.115)

TOK; .

Russian Federation (94.188.28.136)

United States (38.229.70.51)
(relay)

(relay)

(relay)

Onion site

........

Tor circuit for this site
(es2adizg3d2j3kob5.onion):

This browser

Russian Federation (62.109.4.115)
France (195.154.226.97)

France (62.210.206.25)

(relay)

(relay)

(relay)

Onion site




Candydoll reborn
Cute Boys (onlyhot) & Al
Cute Girls (onlyhot)

Oea.4 — v — Liwoboee | DRSP 3.0 DE
3 One World
GChan » Polish Pedo Chat pL ¥
.. Girls Only :.. »
IDFC »

PedoChan (RuPedo M | RU

Princess Jade Chat

Russian Cumers Chat

¥ Caution! Russian BoylLovers RU ¥

3
Boy Vids v4.0 v .
s Russian Cumers Chat
Edenkert 2.0 HU

Genki Forums JP

HU ¥
Girllover-Forum DE Cau

Russian Pedobear ru v
The Boy Wonder » 7
The Giftbox Chat

Multi-Lang ¥

Magic Kingdom ¥
Naturist Boy Vids v2.0
Nymphetomania & RU (
PAIS DE

Paradise Village v
Paraiso de Columpios |

Chat Rooms » Pedo Chat PL

Topic Links has a new Forum!

DRSP 3.0 pE

12chan
lorid AnonFiles

Ayame Uploader JpP
dl.free.fr FR

s Jade Chat ExchangeFile.ru rRu
Cumers Files of Passion
L InfoTomb

Just Another File Host

[P

Child love (guide)

BoyLovers

Jazz guides ¥ new!
The Pedophile's Har
The Pedophile's Har

Freedom Image Hosting
FreelmageHosting.net
Image Hosting by Slugge!

B | Al natural spanking!
AHTANYPMTAHCKWIA DpOHT
AU
= Bl-lit RWEN &£
B | BLT Radio pe J
Cache of Cheese Pizza v
Cebolla Chan 3.0 Es

Bleachbit

Diceware: Secure Passphrases
Email Self-Defense

Eraser

Gnu Privacy Guard (GnuPG)
JonDoFox

JonDonym - |IP check

Linux Crypto: Disks

OSX Security and Privacy Guide
Security in-a-Box

Still's Proxy Checker Corner
Surveillance Self-Defense

Tails Guide

The Tor Browser Guide

Tor Check - Are you using Tor?
TorCheck at Xenobite.eu
Truecrypt (Decrypt Only)
Truecrypt Next

Whoer - Browser Info
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youbelieve® ging of hashiton Ki

We are girl-lovers, pedophiles. Wea:enotclnlt 100
Westnvehobeﬂ)eplwewhelewem Dadd"t“o ”-15 Rad

opposed to, - and "slut". We do 't
asglrlsbutwedoa:skd;':l};yv;nlh:vealdecemef naﬂ:m'w?:' I(I}leﬂo _Sehna hebgl
*| focus is solel sex, be we're not LI w *
S e ooky merlo > pedomoms?

=~ N bobo huri narpertel merlo > hi all Ker

Do 3

Rﬂgﬁijnm: Nahue Bottom

stones wukila leondErmie > GChan:1245 jpg
Password (A-Z,a-2,0-9 symbols): gandi krewsa DukefWettodpussy > Hey.folks [y

Dukem > hi
mmermeram 100TAfTE  schlafenzeif, ooy

Y
O f V B Wumndy89 gu'llover(s)n SixxeGirssl yann

A 3
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Sabaton > Hello! Could you recéive some hot
gifs? Thankss a lot

LECHAT TC %’lnect&kerﬂ"}\ | ':q

JN\M’
%w&
gl

(N tinolino > hello hallo
il goodtobebad > nice
Z3cocotots > yummy mums and thcrg httlu onurop
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embers Logout

The Giftbox Exchange

What happened to the board?  times)
1 What happened
You have to make 2 vald preteen contribu' Click here - What had happened 1 02-05-2016,01:43 AM : .
by The Giftbox Exchange eone else deleted link on Playpen. Hope you enjoy
5ts In the future.
ANNOUNCENENT
b Size: 91.41 (KiB)
- Feel like Insulting someone or returning an ing General il TBMLmkev.jpg_bui4l
- Want to apply? First read the Howto Guide
= joinfile.com share.az, sharerepo.com, Shares| Site Information 92 Security control verifica...
More.. Information specific to the site 638 02-23-2016, 12:56 PM Blbigbird.7z
Sub Forums: - Links, ° File Hosts by MartinBM365
£ opening this file but I've tested it several times to
New Joiner o
Application Information 12 Naneto -
New application forum 15 01-31-2016, 06:00 AM
by Guest Say Thanks [7] Quote

Sub Forums: Your Questions

Report to

Board Statistics
Board Statistics

) Our members have made a total of 38,380 posts in 11,405 threads.
Hey quys
By quys, We currently have 35,893 members registered.
Please welcome our newest member, penisland222
What happened to' " and the guywho Was The most users online at one time was 14,744 on 11-08-2015 at 02:43 AM
Mark All Forums Read | Forum Team = Forum Statistics

Forum Contains New Posts @95 Forum Contains No New Posts (338  ForumisLocked (@43 Redirect Forum
i S L
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Thorn: Digital Defenders



OUR MISSION

THORN DRIVES
TECHNOLOGY INNOVATION
TO FIGHT CHILD SEXUAL
EXPLOITATION.



1. EXPLORE
& LEARN

2. PROTOTYPE
& TEST

3. PRODUCTIZE

1. EXPLORE & LEARN
We maintain a vast global network of professionals on the
front Iines of this issue. We invest in research to better

understand emerging trends

2. PROTOTYPE & TEST

We explore new strategies to wdentyy victims, deter predators

and disrupt platforms through our Innoavation lab, hackathons,
and partnerships, We try things that haven't been done before

and will risk failure to achieve greater impact from success

3. PRODUCTIZE

When we identify a new approach that has impactful results
we will invest to scale that tool and put it in the hands of those
who can deploy it across the country and internationally for

broadest reach
4. MEASURE

We measure everything we do and then bring those finding

back into our workflow to mprove future work

A
thorn sz



SPOTLIGHT

Spotlight takes the massive amounts of data available
online and turns it into an asset for law enforcement.

SPOTLIGHT

A& Home A Alert

KEYWORDS

SPOTLIGHT:
HUMAN TRAFFICKING
INTELLIGENCE AND INSIGHT




SPOTLIGHT

POWERED BY THORN AND DIGITAL REASONING

1,865 users
482 agencies

319 cities
49 states (including Washington DC)

17



SPOTLIGHT

#1 Human Trafficking Investigations Tool
in the U.S.

860+ cases
300+ victims identified
(including 45 minors)
63 traffickers identified

Stats come from user survey conducted in October 2015, with an 8% response rate.

18



SPOTLIGHT

Spotlight has reduced the time it
takes to investigate human
trafficking cases by

2%




MAJOR ACTIVITIES & PARTNERSHIPS THIS YEAR

* Re-launched www.htspotlight.com for easier sign up process for users

« Strong training partnership with Fox Valley Technical College and ICAC

« Future expansion into Canada

SPOTLIGHT

SPOTLIGHT CHANGES THE WAY LAW ENFORCEMENT
INVESTIGATES SEX TRAFFICKING.

SOLVE MORE CASES. FIND MORE VICTIMS. FASTER THAN EVER.

REQUEST DEMO REQUEST ACCESS

Email spotlight@wearethorn.org to sign up!

(Law enforcement only)

20


http://www.htspotlight.com
mailto:spotlight@wearethorn.org

LOOKING AHEAD: FUTURE ENHANCEMENTS

Expanded analytics including network analysis
Additional data sources (new open web sources, public records, etc.)

Exploring further photo analysis/facial recognition

Stunning Brunette Bombshell - 21 ®

About this ad
(501)297-0165 (5¢ similar ads)
#3242263 (18 similar ads)

O Vied, May 06 7:36 PM COT
221 years old

Q College Station, Texas

€ eroticmugshots

& spotlight link

Ads related to this ad (15 of 276 shown)

Relationship Map (enlarge)

Status and flags

Status
No status
Flags

Edit status and flags
Add comment

v Ads with - (501) 2970165 anc ik
3242263 (15)

Agswith anly . (501) 297-0165 (54)
Adswith only # 3242263 (3)
Ads related through other ads (75) .
Georgetomn
Ads related through photos (129) u}ﬁ; 0
Choose ads to show using network % Ao

Filters

Has activity
Yes (1 of 7 shown)
No (14 of 269 shown)

Location

Texas
Texarkana (6)
College Station (1)
Dallas (16)
Austin (11)
Houston (1) W Thrssay, May 07, 2015

Beaumont (1) e
Clear All
521 yoarseld
oz

[IE T

Activity

Jeff Nichols | £08-221-4844
Changed status to Closed,

Mon, Mar 16 300 M

164 Nichols | 408-221-4844

Flagged a3 Escort.

Mon, Mar 16 3:00 PM

JefT Nichols | 4082214844

Ti® from NCMIC that she is 8 runaway from Vallejo CA
Any contact please confirm, Tharks jef Nichals Santa
Clara CO MY Taskforce. 408.221-4844

Mon, Fes 23 1134 AM

Feff Nichols | £08-221-4844

Changed status to Active.

Mon, Feb 23 11:33AM

Timeline (enlarge)

BUYICEBRUMAIE RIJ

Ad text

HELLO LOVES. | ove 10 oy G wih my s, raver a dul
mament o a rush with you My aim sto make your stay with
M an increcibe experance and | can guarantas youl have
e bes time of your . ' genuinely restand expec the
538 50 NO GAMES PLEASE. 20 solitng prostuconim wry
bright 30 dont try %l bocy masseges $120 specislsCal me
o dfferent rates koves SEE YOU BABIES 501 2570165, Gl S01-
297:0165 . See my meny of senvces o my rofle OESORE
CALLING... Aduk Fndar

x Click and drag on the timeline 1 zoom in. x
Click on a bar to anly show ads pasted on that date.

'y

Kv ‘ 04/19/2015 - 05/06/2015 B2

Rest O ¢ 9 Q @

Q Tesarans, Toas

© Thu May 07 05 AN COT Q Teaarans, Teuss

04719 04/21 04/23 04/25 04/27 04/23 05/01 05/03 05/05 05/07




THORN INNOVATION LAB

Located in San Francisco, our engineers are dedicated to developing innovative technology to fight child sexual exploitation.

Thank you to our partners for their generous support

Founding Partner

Google.org

Supporting Sponsors

I/";é;p.el/dia inc. IAC /

W Ewon Sabre  Pmeet  wipem  [[3



Thorn’s Innovation Lab benefits from the power of partnerships.
Partners collaborate with ideas, resources, data and implementation of new

concepts produced in the lab.

Aom e o 4

THORN TECH INDUSTRY LAW ENFORCEMENT ACADEMIA GOVERNMENT NGOS

A
thornz.



CURRENT CHALLENGES

Our problems lie at the intersection of intelligence,
cybersecurity and social media and encompass a wide
technical range. We're thinking about:

HOW WE CAN IMPROVE INDUSTRY I|I" HOW LINGUISTIC ANALYSIS AND

see COLLABORATION TO IDENTIFY BAD = COMMUNITY DETECTION CAN HELP FIND

@&% ACTORS THAT ABUSE MULTIPLE TRAFFICKING AND ABUSE VICTIMS AND
PLATFORMS. STOP PREDATORS FASTER.

H HOW TO COMBAT THOSE WHO HIDE HOW WE CAN TRIAGE THE MASSIVE

" ® BEHIND TOR AND OTHER ENCRYPTED VOLUME OF INTELLIGENCE DATA BEING
NETWORKS TO ACTIVELY ABUSE COLLECTED EVERYDAY FOR CASE
CHILDREN. DISCOVERY AND PRIORITIZATION.

I HOW FACIAL RECOGNITION AND OBJECT

— = IDENTIFICATION CAN WORK ON VERY
LARGE SCALES FOR VICTIM
IDENTIFICATION.

™  DIGITAL
DEFENDERS OF
CHILDREN




THANK YOU



ARIZONA INTERDICTION FOR THE
PROTECTION OF CHILDREN
PROGRAM

PRESENTED BY CAPTAIN JENNIFER PINNOW,ARIZONA DEPARTMENT OF PUBLIC SAFETY




INTERDICTION FOR THE PROTECTION OF
CHILDREN

Developed by Texas DPS
= Conducted four IPC trainings in Arizona since July 2014
= Did aTrain-the-Trainer class in September 2015

= Six instructors certified by Texas DPS to teach IPC — DPS,
DCS and Childhelp

= First class in December 2015

® 626 law enforcement, DCS, probation, prosecutors and SRRARTMENE
child advocacy people in Arizona trained in IPC . W



2015 IPC TROOPER CHILD RESCUES

= Rescued 28 children during traffic
stops

= 18 children were reported runawa
or missing

= Four children had been abducted

= Four possible child human
trafficking victims were identified

= Four arrests were made related ta
a child abuse/endangerment
charge

= 12 high risk threats to children
were identified

Rescued Child — Any child a trooper
takes physical custody of or directly
intervenes and influences the
possession of, who has been identified
as at risk of victimization, a known child
victim, or missing.

+ Achild is any person under the age of
18

+ Victimization includes sexual assault,
abduction, exploitation, trafficking,
abuse or neglect

+ At risk of victimization — When a
trooper intervened before any
victimization occurred and can articulate



Arizona Department

of Public Safety

cl C UU awdl e C () e - - 3

Arizona Department of Public Y Stop Details: Identify

Safety’s initiative to proactively PROTECTING endangered children and human
protect children during routine CHILDREN trafficking victims that may
trafﬁc contacts Arizona Department of Public Safety frequent tl"UCk StOPS and

Troopers are committed to protecting surroun d | n g areas

children through actively looking for indi-
cators of missing, exploited, abused, traf-

= Two, multi-state, three day

operatlons ficked or endangered children, taking - TWO, Phoenix-area truck StOP
action to ensure children are safe and details in 20 | 5
u 6’027 Contacts/ StOPS investigating individuals who pose a high
risk threat to children. ™ Utilized undercover

®=  One child rescue commercial vehicle and

undercover officers
= Two arrests/charges related to a

Crime Against a Child = Located an adult male with

three missing juveniles in a

" Two reports to Department of known sex trafficking area

Child Safety fate at night
] Zgnli:g;tjered sex Offenders =  Five adult human trafficking

If you know or suspect a child is in dan- victims were contacted and
ger or at risk of being exploited, abused offered assi stance

or trafficked, please call 911 immediately

= 310 Children under the age of

| 6 contacted or your local law enforcement agency,

the Department of Child Safety (1-800-

= 66 Children ages 16 & |7 fOS;?H'ZL;)“m'; A"'mnar Fusion Cen-
contacted er (877-2- or azactic.gov).

= 57 Children under |8 checked —_—
throtich ACIC/NCIC



2016 GOALS

Provide raining to troopers and other law
enforcement, probation, Department of Child
Safety and prosecutors in Arizona

Conduct at least four IPC classes in Arizona

Add an IPC module to the DPS Field Training program
Train at least two additional IPC instructors
Obtain grant funding for instructors’ and students’ travel costs

Increase the number of child rescues

Participate in two Crimes Against Children Operations

Coordinate and conduct two Human Trafficking Truck Stop Detalils, at
least one of which will be statewide

Obtain grant funding for overtime costs associated with operations,
details and investigations

Increase troopers’ reporting of child rescues and
high risk threats to children

«  Write a DPS policy on child contacts and reporting




OFFICE: 602-223-2739
EMAIL: |JPINNOW@AZD

CAPTAIN JENNIFER PINNOW, ARIZONA DEPARTMENT OF PUL._._ .. .. —. .
ARIZONA INTERDICTION FOR THE PROTECTION OF CHILDREN COORDINATOR




